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Abstract

Network tomography is a promising new technique for studying the (in-
ternal) behavior of large-scale networks based solely on end-to-end measure-
ments. Most network loss tomography methods utilize active probing. While
such measurement schemes are efficient, the probing burden may become pro-
hibitive for large-scale networks. As an alternative, we propose a new, com-
pletely passive measurement framework based on sampling of existing TCP
traffic flows.

The new passive unicast network tomography methodology we propose
shows considerable promise. We demonstrate its performance using extensive
ns-2 simulations. We observe that we are able to accurately estimate the losses
experienced by existing TCP flows. As these can differ substantially from
losses suffered by other forms of traffic, we surmise that in some situations
inference from active probing may offer a poor reflection of existing TCP loss
rates.

I. Introduction

A. Background and Motivation

Accurately characterizing the performance of a large-scale network is essential if it
is to be successfully managed and controlled. The characterization must extend fur-
ther than path-level behavior; it is necessary to acquire information about internal
(link-level) performance. One way to achieve this is to gather statistics at as many
internal routers as possible, but the collection and compilation of such statistics is
an onerous and expensive task. Often it proves impossible for any one organization
or individual to collect relevant statistics when various parts of a network are ad-
ministered by different parties.

An attractive alternative is to infer the internal performance from end-to-end
measurements that are comparatively easy to make. A number of authors have
proposed methods for achieving this task; the general problem has been termed
“network tomography”. One of the most promising proposals is MINC (Multicast
Inference of Network Characteristics) [1], which proposes strategies for estimating
loss, delay distributions and variances, and topology [6, 11, 5]. All of these tech-
niques use active multicast probing, then exploit the inherent correlation between
the losses/delays observed by multicast receivers. The performance of these algo-
rithms is impressive [7], but there are two serious deficiencies in the methodology.
Firstly, multicast protocols are not supported by significant portions of the Inter-
net. Secondly, the internal performance measured by active multicast probes often
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differs significantly from that encountered by unicast packets, which comprise by
far the most substantial component of Internet traffic [12].

Recently, strategies have been proposed to avoid these limitations [9, 10, 12].
These strategies involve the use of unicast packets to acquire the end-to-end statis-
tics required for network tomography. The difficulty encountered by these tech-
niques is that unicast packets do not obey the same well-behaved correlations as
multicast packets. Network probing using back-to-back packets has been proposed
in a number of measurement schemes [3, 4, 8, 15]. A network tomography proce-
dure based on measurements of back-to-back (closely time-spaced) unicast packets
was first proposed in [9]. To address the problem of imperfect correlations, the au-
thors used probabilistic modeling methods and likelihood maximization techniques
(Expectation-Maximization (EM) and exact inference on factor graphs). The max-
imum bias of estimates was characterized in terms of the observed path-level cor-
relations. The authors in [12] proposed an alternative strategy based on sending
multiple-packet probes to improve the observed correlations, and then applied the
multicast-based algorithms of the MINC project for loss estimation.

B. Contribution

Although the unicast network tomography proposal [9] suggested that the collection
of statistics is possible using both active probing and passive sampling of existing
traffic, the experiments and performances reported in previous work [9, 10, 12] use
active probing strategies. Moreover, a number of issues encountered in performing
passive sampling have not been addressed. In this paper, we concentrate on the
inference of internal link losses from passive unicast end-to-end measurement. The
motivation for passive inference is two-fold. Firstly, there is a risk that for a sub-
stantial network the insertion of the large number of probes required for accurate
estimates might significantly impact the performance of the network (perturbing
the very quantity to be estimated). Secondly, the sampling of existing flows poten-
tially offers an opportunity to estimate the losses experienced by the existing flows
(which can be substantially different from those experienced by inserted probes).
We propose a new, truly passive methodology for unicast network tomography, and
we assess the feasibility and performance our approach through ns-2 [2] simulation
experiments.

We use extensive ns-2 simulations to explore various aspects of our new method-
ology’s performance. We assess whether sufficient back-to-back packet statistics can
be extracted from existing TCP [14] flows between the source and receivers. We
quantify the performance of the inference algorithm in terms of mean absolute error.

The paper is organized as follows. In Section II, we review the basic unicast
network tomography problem and the technical issues involved. In Section III,
we describe the new passive measurement framework, focusing on the collection of
statistics from TCP flows. In Section IV, we apply the loss modeling and likelihood
analysis techniques devised in [9] to our new approach. In Section V, we describe
and discuss the results of ns-2 simulations exploring the performance of the passive
measurement and inference methodology. In Section VI, we discuss some of the lim-
itations of the passive scheme, and propose some potential remedies. Conclusions
are made in Section VII.



C. Related Work

The proposals and performance analysis presented in this paper are important ex-
tensions of the work presented in [9, 10, 12], but the basic idea of exploiting cor-
relations of closely-spaced packets remains the same. The authors of [7] presented
extensive performance analysis of the multicast loss inference technique proposed
in [6]; in this paper, we aim to perform a similar analysis for passive unicast infer-
ence. In [9, 10] the nature of the probing (active vs. passive) was not specifically
addressed, and the methodology proposed in [12] is based on active probing.

In [7, 13], the authors also applied packet pairs in detecting shared losses using
unicast probes. In a two-receiver tree-structured network, they were interested in
detecting whether or not losses in two flows suffering similar losses are occurring on
the shared path. The authors in [13] mentioned the possibility of passively record-
ing the statistics but they applied only active probing to their simulations. In our
work, we estimate individual link statistics, and thereby the congestion level of all
links in a larger network.

II. Unicast Loss Tomography

In this section, we provide a brief overview of the unicast loss inference problem,
describe the back-to-back measurement framework proposed in [9], and review the
loss modeling framework. We illustrate the problem of unicast loss inference by con-
sidering the simple case in which a single source sends packets to multiple receivers.
The problem and methodology are readily extended to the multiple-source case.
Figure 1 depicts an example of this form of topology; the network appears to the
source as a tree. The nodes of the tree correspond to the source (node 0), internal
routers (nodes 1-4) and receivers (nodes 5-11). We define a ‘link’ as the connection
between any two adjacent nodes in the tree, deem the set of links connecting a
source and any receiver a ‘path’, and a subset of connected links in a path is re-
ferred to as a ‘subpath’. The tree of Figure 1 does not necessarily depict all routers
encountered by packets traveling from the source to receivers. It is possible that a
number of routers are passed as a packet travels from node 1 to node 3, for example.

We consider the situation where measurements can only be made at the edge
of the network and assume that the routing (and thus the topology) table is fixed
for the duration of the measurement. The goal of passive unicast loss inference is
to estimate the loss rates on the internal links of the network using solely passive
sampling of the existing traffic. Estimating the loss rates is equivalent to estimat-
ing success rates, and henceforth we shall speak solely of success rates, since they
simplify mathematical expressions in the proposed framework. (The success rate is
simply one minus the loss rate).

It is straightforward to estimate path success rates, but, unfortunately, there is
no unique mapping of the path success rates to the success rates on individual links
in the path. To overcome this difficulty, the authors in [9] propose a methodology
based on measurements of back-to-back packet pairs. These measurements provide
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Figure 1: An example network topology with a single source (node 0), 4 internal
routers, and 7 receivers.

an opportunity to collect more informative statistics that can help to resolve the
links.

Back-to-back packet pairs have been utilized for inferring a number of network
performance metrics [3, 4, 8, 15]. A back-to-back packet pair refers to two closely
time-spaced packets, possibly destined for different receivers, but sharing a common
set of links in their paths. If two back-to-back packets are sent across a link and
the one of the pair was received, then it is highly likely that the other packet was
also received. In other words, we expect that the conditional success probability
of one packet (given that the other was received) may often be close to one. This
observation has been verified experimentally in real networks [15].

A unicast network tomography method that exploits the correlation between
back-to-back packet losses is developed in [9]. The basic idea is quite straightfor-
ward. Suppose two back-to-back packets are sent to two different receivers. The
paths to these receivers share a common set of links from the source but later di-
verge. If one of the packets is dropped and the other successfully received, then
(assuming strong correlation of losses on common links) one can infer that the
packet was probably dropped on one of the unshared links. This enables the reso-
lution of losses on individual links.

III. TCP-Based Measurement Framework

Earlier unicast network tomography schemes have focused on active probing [9,
10, 12] (insertion of additional packets whose sole purpose is for measurement),
although the possibility of passive measurement (collecting measurements directly
from existing traffic) was mentioned, but not investigated, in [9]. Although active
probing allows one to control the timing and nature of the measurements, thus as-
suring that sufficient measurements are made, it imposes an extra burden on the
network which may make it impractical in many situations. Furthermore, active
probing will disrupt the transmission of normal traffic, which may lead to biased
estimates of the true losses (experienced in the absence of probe packets). Also,



probe traffic may experience significantly different losses than normal traffic (e.g.,
TCP) since the temporal structure of the probing is specified by the experimenter,
and is generally different than that of normal traffic. For example, TCP often re-
sults in clusters of packets separated by a significant (round-trip) time, contrary to
a uniform or Poisson probing scheme.

We propose a passive traffic monitoring/sampling scheme in order to circumvent
the problematic issues surrounding active probing. We focus on TCP-based mea-
surement, because we are interested in estimating the link-level losses experienced
by TCP connections flowing from the source to the receivers. When estimating
TCP losses, the spacing of measurements should clearly not be uniform or expo-
nentially distributed. Where the TCP traffic to a particular connection is dense,
we should make many measurements; where light, only a few. The measurement
process should ideally be a subsampled version of the true traffic. This is impos-
sible to achieve exactly, because we have other constraints. For example, we need
to make back-to-back measurements and we need to ensure that measurements are
sufficiently spaced to provide the approximate inter-pair temporal independence as-
sumed in our statistical model.

The situation we consider is one where the source has numerous contempora-
neous TCP connections with a number of receivers. We want to extract as many
informative measurements as we can from the existing TCP traffic. We concentrate
first on extracting the important packet-pair measurements, which are less common
than the isolated packet measurements. We first inspect the sending times of the
TCP traffic at the source and decide that two packets form a packet-pair if their
time-spacing is less than a threshold J; seconds. This threshold is dependent on the
sending rate of the source. Commencing at the start of the measurement period,
we sweep forward in time, seeking and identifying the first packet-pair. We then
step forward by a fixed time interval A; > d6; and begin to search for the next
pair. In this way, we ensure that the pairs we include in our analysis are separated
by a reasonable time interval, making the assumption of statistical independence
between pairs more realistic.

Following the collection of these pairs, we include any isolated packets that do
not violate the time separation requirement. In general, we observe the number of
such packets to be significantly larger than the number of pairs. We are now in a
position to define the following statistics. For the purpose of anti-causal conditioning
(see Section V), let n; ; denote the number of pairs wherein the first packet is sent
to receiver ¢ and the second to receiver j AND the second packet is successfully
received. Let m;; denote the number of these pairs in which both packets are
successful. Let n; denote the number of isolated packets sent to receiver i and
let m; denote the number successfully received. Collecting all the measurements,
define:

M ={m;} U {m;,} and N ={n;}U{ni;},

where the index ¢ alone runs over all receivers and the indices 7, j run over all pair-
wise combinations of receivers in the network.

IV. Loss Modeling and Likelihood Analysis

The modeling frameworks of [6, 9, 10, 12] assume a simple Bernoulli loss model



for each link for individual packet transmissions. The unconditional success proba-
bility of link 4 (the link into node %) is defined as

a; = Pr(packet successfully transmitted from p(i) to 7),

where p(i) denotes the index of the parent node of node ¢ (the node above i-th node
in the tree; e.g., referring to Figure 1, p(1) = 0). A packet is successfully sent from
p(7) to ¢ with probability «; and is dropped with probability 1 — a;. Loss processes
on separate links are modeled as mutually independent.

If a back-to-back packet pair is sent from node p(i) to node i, then we define
conditional success probability of link ¢ as:

vi = Pr(lst packet p(i) — ¢ | 2nd packet p(i) = i ),

where 1st and 2nd refer to the temporal order of the two packets, and p(i) — 7 is
shorthand notation denoting the successful transmission of a packet from p(i) to 4.

The sampled TCP flows and corresponding traffic statistics lead to following
likelihood function. We denote the collections of the unconditional and conditional
link success probabilities as a and -y, respectively. The joint likelihood of all mea-
surements is given by

Z(Ml-/\/aa57) = HBZ (ml|nzap’l(a)) X HBi(mi,j|ni,japi,j(a77))a
K3 ,]

where Bi(m|n,p) = () p™(1 — p)"~™, the binomial likelihood function, p;(cr) is

a product the unconditional success probabilities in the path from the source to

receiver 4, and p; j(a, ) is a product of conditional success probabilities (on the

common links in the paths to receivers ¢ and j) and unconditional success proba-

bilities on the links to j not shared in the path to i.

The EM Algorithm developed in [9] can be used to compute maximum likelihood
estimates of o and «. Beginning with an initial guess for a and =, the algorithm
is iterative and alternates between two steps until convergence. The Expectation
(E) Step computes the conditional expected value of the unobserved packet losses
at internal nodes given the observed data, under the probability law induced by the
current estimates of & and . The Maximization (M) Step combines the observed
(path) losses and expected unobserved (internal) losses to compute new estimates
of a and ~. Each iteration of the EM Algorithm is close to O(NL) in complexity,
where N is the number of possible measurements that we can make and L is the
number of levels involved. The exact complexity depends on the topology of the
network. Our ns-2 experiments have shown that the algorithm typically converges
in a small number of iterations (typically 5-15). Moreover, it can be shown that the
original (observed data only) likelihood function is monotonically increased at each
iteration of the algorithm, and the algorithm converges to a local maximum of the
likelihood function.

V. ns-2 Simulation Experiments

We evaluated the passive loss inference framework using the ns-2 simulation en-
vironment. In the simulations that we perform, we strive to investigate a number of



issues. We gauge the performance of the combined EM loss inference algorithm and
passive measurement framework under a variety of traffic conditions and queueing
policies. We also explore the measurement period required to collect a sufficient
number of data for accurate inference in a passive framework.

A. Simulation Framework

Network Topology: We use the same 12-node network topology in all experi-
ments (see Figure 1). This topology is intended to reflect (to some extent) the
nature of many networks — a slower entry link from the source, a fast internal
backbone, and then slower exit links to the receivers. The chosen topology gives us
the flexibility to explore the effects of having receivers at different distances from
the source, and to examine the effect of varying fan-outs. We fix the size of all
queues to be 35 packets. We consider four different traffic scenarios and perform
all experiments using the droptail queuing policy throughout the network.

Traffic Generation and Statistics Collection: In all experiments, we as-
sume that there are TCP connections to the receivers that last for the extent of
the measurement period. In addition, we set up a variety of short-duration TCP
sessions, both from source to receiver and as cross-traffic on internal links, as well
as exponential on/off traffic sources traversing various paths. In total there are ap-
proximately thirty TCP connections and thirty UDP connections operating within
the network at any one time. The average utilization of the network is in all cases
relatively high; otherwise, we experience very drops and loss estimation is of little
interest.

We utilize all the TCP connections flowing from the source to the receivers when
collecting statistics using the procedure discussed in Section III. We set the max-
imum time-spacing between packets within a pair to §; = 1 ms and the minimum
spacing between pairs to A; = 10 ms. We collect measurements over a 300 second
interval. The four traffic scenarios are described as follows.

Traffic Scenarios 1-3 (heavy losses at 1 or 2 links): In these three traffic
scenarios, we strive to ascertain the capability of our passive framework to discern
where significant losses are occurring within the network. We assess its ability to
determine how extensive the heavy losses are and to provide accurate estimates of
loss rates on the better performing links. In each case, we establish each heavy
loss link by adding substantial exponential on-off and short-duration TCP session
cross-traffic flows to the link traffic. In Scenario 1, link 4-8 experiences heavy losses
(enabling assessment of the framework’s ability to localize losses at links near the
receivers). In Scenario 2, links 1-2 and 2-5 experience substantial losses (testing the
framework’s capacity to separate cascaded losses). In Scenario 3, links 1-2 and 4-8
experience substantial loss. This last scenario tests the ability to resolve distributed
losses in different branches of the network.

Traffic Scenario 4 (mixed traffic with medium losses): In this last sce-
nario, we introduce many on-off UDP and on-off TCP connections throughout the
topology and insert extra links (not depicted in Figure 1) connecting to the inter-
nal nodes. These links allow us to develop TCP cross-flows that have a range of
different round-trip-times.
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Figure 2: Simulation Results. True and estimated link-level success rates of TCP
flows from source to receivers for all traffic scenarios. In each subfigure, the three
panels display for each link 1-11 (horizontal axis): (top) true and estimated success
rates using drop-tail queues, and (bottom) mean absolute error for each link.

B. Simulation Results

We conduct ten independent simulations of each traffic scenario and queuing policy
over a measurement period of 300 seconds. Figure 2 displays the results of our
simulations for each of the different traffic scenarios. We see that the estimated
success rates are in good agreement with the true TCP success rates (based on
direct counts of total losses on each link). In the heavy-traffic scenarios, we see that
the worst-case mean absolute error is about one percent. The passive framework is
thus capable of identifying where heavy losses occur.

In Figure 3, we examine the relationship between the average mean absolute
error and the measurement period. As expected, the error decreases as the mea-
surement period increases. Note that even for a 60 second measurement period, the
averaged mean absolute error is less than 0.6 percent.

Finally, we draw attention to the fact that the losses we measure for the TCP
flows can be very different from those of the UDP traffic. For example, in the
mixed traffic scenario, we observed average TCP losses of approximately 3 percent
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Figure 3: The performance error (mean absolute error averaged over all links) versus
measurement period.

on links 2-6 and 3-10, whereas the on-off exponential traffic experienced losses of
nearly 20 percent. This is a strong indication that active probing may provide a
poor indication of losses in the existing TCP traffic.

V1. Discussion

The sampling (or perhaps more aptly “mining”) of the TCP traffic flows for
packet-pair events is a crucial step in our methodology. As discussed in Section ITI,
the simplest approach is simply to scan the traffic flows, locating packet-pair occur-
rences in a sequential fashion (beginning at the start of the measurement period).
When a packet pair is located, we skip ahead A; seconds and resume the scan. This
results in a fast extraction algorithm, with the amount of measurements involving
each receiver dependent on the throughput to that receiver. The disadvantage of
this simple algorithm is that some pairs are more informative than others. Due
to the nature of TCP, there are large numbers of back-to-back pairs to the same
receiver (arising whenever the source receives notification that it can send a group
of packets equal to the current window size). The pairs involving different receivers
are rarer, occurring when the source switches from one connection to another. Be-
cause they are fewer in number, they provide more information for inference.

A potentially more effective alternative algorithm is to consider the reduced set
of back-to-back “cross-pairs” that involve different receivers. We begin by locating
and including all cross-pairs. The time intervals between cross-pairs are often suffi-
ciently large so that we can include all of them without violating the requirement of
a A, separation. If not, we scan through the set; when we have to decide which of a
set of closely-spaced cross-pairs to eliminate, we eliminate all but the pair with the
least representation in the current set of included pairs. After the set of cross-pairs
has been finalized, we incorporate “auto-pairs” (back-to-back packets destined for
the same receiver), excepting those that violate the A; time-separation criterion
with the pairs already included. If we discover that this algorithm has resulted in
the under-representation of some type of auto-pair, then we start again, including
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Figure 4: An example of “grouping” receivers to reduce network complexity.
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the under-represented pair in the initial set. Finally, single (isolated) packets are
included, again maintaining the A; time-separation. In this way, we can extract
more informative statistics from a given set of traffic data, which should lead to
improved estimates. Conversely, a more effective sampling strategy of this nature
should reduce the measurement time duration required for accurate loss inferences.

A more aggressive approach to obtain more informative data could involve alter-
native servicing strategies at the source. For example, instead of a basic round-robin
service strategy, the source could employ a scheme that would enhance the chances
of cross-pairs occurrences, without necessarily deviating from a TCP format. We
are currently investigating this possibility as well as the more sophisticated data
collection process described above.

One final point of discussion is the issue of scalability. The EM algorithm itself
is reasonably scalable (approximately linear in the number of nodes), but as the
number of receivers grows, the potential for a sufficient number of cross-pairs may
diminish. Alternative data collection and servicing strategies, like those mentioned
proposal above, could mitigate this problem. Nonetheless, the possibility of “data-
starvation” may limit one’s ability to passively estimate all link-level losses in very
large networks. This may not be as bad as it seems. For example, rather than esti-
mating all link-level loss rates, in many practical situations it may be sufficient to
determine loss rates on a few of the first links along the paths from the source to the
receivers. By grouping receivers into clusters, the actual network can be abstracted
into a smaller network with “effective nodes” replacing the original clusters. This is
illustrated in Figure 4, where we use a “cloud” to denote the corresponding aggrega-
tion of links (subnetwork) to the clustered receivers. Auto-pairs and cross-pairs can
be shared among clustered receivers, and we should be able to reliably estimate the
loss rates on the upper links (close to the source) as well as average loss rates for the
subnetworks associated with the clustered receivers. We are currently investigating
this approach through theoretical analysis and ns simulations.
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VII. Conclusions

The new passive unicast network tomography methodology we have proposed shows
considerable promise. We have demonstrated using extensive ns-2 simulations that
sufficient data can be collected using passive sampling to perform accurate loss in-
ference, even for relatively short measurement periods. Moreover, we have observed
that we are able to accurately estimate the losses experienced by existing TCP
flows. As these can differ substantially from losses suffered by other forms of traffic,
we surmise that in some situations inference from active probing may offer a poor
reflection of existing TCP loss rates.

Recognizing some of the potential limitations of the passive scheme (data starva-
tion, scalability problems), we have proposed alternative data-mining and servicing
strategies at the source that may provide more informative data. We also discuss
a method for clustering receivers to reduce the effective complexity of the network,
thus allowing us to focus on identifying losses on a subset of interesting links. Both
of these are topics under current investigation.
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